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CLARIFICATION 6

1. Page 66. "It is necessary to design a complete solution for a new data center"
List of Related Services on Page 63 doesn’t include design works. Please clearly detail what design service is to be considered under this clause.
2. Page 66. "The prototype of the new system should be in accordance with the best practices and implemented projects in the international arena, using only modern solutions by reliable and leading manufacturing companies."
Please provide the criteria for identifying "reliable and leading manufacturing companies" and provide the list of such selected manufacturing companies or the source for such selection.
3. Page 66. "The new system should not imply the supply of equipment or software, but a complete solution, with a combination of equipment and software, which should be fully agreed with the Client."
Please state available ways and format of the negotiations with the Client during this bidding procedure to have our solution fully agreed upon before submitting the bidding documents, otherwise, this clause leaves the right to reject our offer. 
4. Page 67. "Replace any faulty or failed critical components/parts of the system or systems with new ones within a maximum of 24 hours, non-critical components/parts within a maximum of 360 hours"
The warranty conditions requirements under each item in the bidding document don’t include 24 hours for critical parts replacement and 360 hours for non-critical parts replacement SLA requirements". 
Please clarify which one takes precedence?
5. Page 67. "Implement and configure a well-known and widely used monitoring system using open source software"
Please provide the criteria for identifying "well-known and widely used" monitoring systems and provide the list of such systems or the source for such selection.
6. Page 67. "Make sure that the solution includes a log collection and analysis system" 
Please provide the requirements for a log collection and analysis system. The document doesn’t include any.
7. Page 75. " The power supply units should be designed for at least 5 kV"
What kind of power supply units are requested under the server cabinets?
What is the purpose of the 5kV (equals to 5,000 Volts) power supply? 
8. Page 79. "Data Backup Software"
Please provide the number of virtual machines to be backed up by the backup software.
9. Page 81. "The number of SFP 28 modules can be reduced accordingly and replaced with DAC/AOC type cables if the proposed solution has a modular structure and/or the proposed DAC/AOC cables are certified by both the switch manufacturer and the server manufacturer."
Could you please confirm these switches (7. NETWORK SWITCHES) are intended for connecting servers included in the proposed solution under section “3. DATA PROCESSING CENTER COMPUTING SYSTEMS”?
10. Page 66. "Take into account the current global best practices and trends in the organization of infrastructures of data processing centers". Page 96. "but the management node will not be virtualized and the VMware vCenter management system will be installed."
11. Page 99. "This also include migration of all necessary data/systems from the old infrastructure to the new"
Please confirm the migration should be done by supplier. If so, please provide the details about existing data/systems.
* Number of virtualized systems
* Number of non-virtualized systems
* Operating system and version of each system to be migrated
12. Page 70, Page 71. "Switches should support data transmission using the VXLAN protocol according to the above requirements."
There is no any VXLAN protocol related requirements above this statement in the document. Please clarify.
13. Page 87. "Additional interface modules should provide ports with the following network connection speeds: at least 1 Gbit/s, 10 Gbit/s, and 40 Gbit/s"
"Maximum bandwidth of the application security firewall: not less than 1 Gbps".
This is a very strange and unreasonable combination of requirements. If there is a firewall performance requirement of at least 1Gbps, why there is a requirement of possibility of adding 10Gbps and 40Gbps ports? Please review this requirement.
14. Page 87. “The device should have the ability to add at least 4 interfaces with a bandwidth of not less than 10G, which will ensure data transfer without inspection in case of complete failure of the device” Page 88. “Reverse proxy”
The combination of these two requirements is technically impossible. Please review these requirements and provide the correct ones. 
15. Page 87. "SECURE APPLICATION PUBLISHING, WEB APPLICATION PROTECTION AND DNS INFRASTRUCTURE PROTECTION SUBSYSTEM"
While the title includes "DNS infrastructure protection" surprisingly the body contains no requirements related to DNS protection. 
Is it required for the DNS infrastructure protection to provide DNSSEC security mechanism?
16. Isn’t it required for the application security firewall to forward decoded traffic using ICAP for analysis?
17.  Isn’t it required for the application security firewall to support individual rules for working with SSL / TLS traffic and redirection for analysis using FQDN and/or IP addresses?
18. Isn’t it required for the application security firewall to provide protection against web application level DoS/DDoS attacks?
19. Isn’t it required for the application security firewall to clean up the traffic, which aims to reduce the load on the attacked resources by identifying and blocking malicious traffic to the web application?
20.  Isn’t it required for the application security firewall to provide the realization of complex mechanisms for detecting malicious traffic, and at the same time provide the following mechanisms of filtering?
 -Filtering using blacklists and whitelists of IP addresses created using solution interface, 
- Filtering using geolocation information with the both possibilities to exclude certain regions and accept traffic only from certain regions.
Isn’t it required for the application security firewall to be able to monitor the traffic of protected resources by detecting traffic anomalies and sending notifications about found anomalies?
21. Isn’t it required for the application security firewall to have SNI and / or FQDN-based web application protection with different protection policies for each application.          
22.Isn’t it required for the application security firewall to provide filtering of requests using IP addresses reputational database?
23. Is it required for the application security firewall to provide IP address reputational database management mechanism?
24. Is it required for the application security firewall to provide "digitally sign cookies", "encrypt cookies", and "rewrite URLs" mechanisms?
25. Is it required for the application security firewall to provide "track session IDs", "prevent cookie injection, cookie tampering" mechanisms and protection from "session hijacking attacks"?
26.   Is it required for the application security firewall to provide the following ways to block traffic:
* Block the HTTP request
* Block the connection
* Block the IP address
* Block the application session
* Block the user
* Send a TCP connection reset
* Block the connection

27. Is it required for the application security firewall to ensure the security and integrity of XML content according to their schemes (also SOAP, WSDL, JSON, AJAX)?

28. Is it required for the application security firewall to provide REST API protection?

29. Is it required for the application security firewall to be able to create API protection policies based on swagger file?

30. Is it required for the application security firewall to allow implementation of the following security policies?
* Apache Expect Header XSS
* Cross Site Request Forgery
* Data Leakage Detection/Prevention
* Directory Browsing Detection
* Directory Traversal (In Cookies/Parameters Value)
* Fullwidth/Halfwidth Unicode Decoding
* HTTP Response Splitting Vulnerability
* Malformed HTTP Attack (Non compatible HTTP Results Error code)
* OS Command Injection
* Plain Vanilla Scanner Detection
* Privacy Violation -Credit Card Number Insertion
* Privacy Violation -Credit Card Number Insertion by Internal IP Address
* Privacy Violation -Credit Card Number Insertion by non Internal IP Address
* Sensitive Error Messages Leakage
* Suspicious Response Code
* Webdav Method Detections

31. Is it required for the application security firewall to provide protection against the following types of attacks?
* OWASP Top 10
* OS Command Injection
* Session Hijacking
* Site Reconnaissance:
* Site Scraping
* Cross Site Scripting
* Cross Site Request Forgery

32. Is it required for the application security firewall to provide protection against Zero Day Web Worm attacks?

33. Is it required for the application security firewall to provide the following scenarios for rules creation?
* Automatic creation of application security rules (self-learning mode)
* Automatically create application security rules based on the vulnerability scanner report.
* Automatic creation of security rules according to pre-defined templates.
* Fine tuning of automatically created security rules in manual mode.
* Creating special security rules in manual mode for special applications.

34. Is it required for the application security firewall to provide bot protection with the below mentioned mechanisms? 
* Using BotNet network categorization database
* For each category there should be traffic processing individual rules
* Provide a BotNet automatic detection mechanism based on embedded JavaScript or behavioral analysis.
* Provide a protection mechanism from Botnet based on CAPTCHA.
* Have a honeypage for bots who passes CAPTCHA.
* Automatic detection of bots based on their behavior.

35. Is it required for the application security firewall to provide have the following ways to build application security policies:
* automatic construction of security policies based on the analysis of real traffic behavior.
* automatic construction of security policies based on the reports of vulnerability scanners.
* automatic construction of security policies based on the actual traffic of the application.
* automatic construction of security policies according to the previously defined templates.
* fine tuning of existing security rules manual mode
* ability to create specialized security rules, both in automatic and manual modes.
* to apply blocking rules in the learning mode without blocking.

36. Is it required for the application security firewall to be able to complement existing security policies using the results of vulnerability scanners analysis?

37. Is it required for the application security firewall to provide a detailed description of the identified threats?

38. Is it required for the application security firewall to provide recommendations for changing security policies?

39. Is it required for the application security firewall to have a possibility to record raw traffic during the attack for further analysis and investigation?

40. Is it required for the application security firewall to monitor protected resources traffic to detect anomalies?

41. Is it required for the application security firewall to provide a mechanism for notifying about detected anomalies?

42. Is it required for the application security firewall to be able to detect and stop attacks aimed at detecting and scanning site vulnerabilities?

43. Is it required for the application security firewall to provide recommendations for changes in security policy?

44. Is it required for the application security firewall to have DoS / DDoS protection mechanism at OSI 7th level with the ability to block using following criteria: 
* Source IP address
* device identifier
* geolocation
* URL

45. Is it required for the application security firewall to have ability to record traffic during a DDoS attack?

46. Is it required for the application security firewall to have an ability of adding protection of mobile applications with the help of SDK WAF integration?

47. Is it required for the application security firewall to automatically detect technologies used on application server (OS, web server, web application technologies)?

48. Is it required for the application security firewall to have a possibility to add and change signatures?

49. Is it required for the application security firewall to detect attempts to bypass CAPTCHA automatically?

50. Is it required for the application security firewall to have ability to block access attempts made with the help of stolen password database?

51. Page 79. Data Backup Software
Please provide the size in TB for the initial Full backup.

52. Page 89. Provision of the above functionality for at least 30 bases in.
Please provide the types and versions of the mentioned 30 databases.

[bookmark: _GoBack]Additional information regarding each point is provided based on questions previously submitted.

53. Indicate the procedure by which information classified by the Client as confidential. that is strictly necessary for preparing a proposal can be provided to us (for example, by signing a non-disclosure agreement),

Classification of assets is done based on the facts of it being part of critical infrastructure and that nationwide personally identifiable and sensitive data is stored in the facility. Disclosing detailed information about such facility significantly increase the vulnerability of the infrastructure.
As a matter of policy, we classify assets based on whether they are part of critical infrastructure and whether they store nationwide personally identifiable and sensitive data. It is important to note that disclosing detailed information about such facilities could significantly increase their vulnerability to security threats. Therefore, we take great care to ensure that information about our infrastructure is not disclosed without proper authorization and safeguards in place. Meanwhile, we believe that signing NDAs with all potential participants does not reduce any risks at this point. This will be done after the winner will be selected.




